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Digital processing disruption systems 

The present invention relates to methods of disrupting the processing of 
5 video signals, so as to inhibit copying, and to systems for counteracting 
such disruption methods. 

It Is well known that films and other video material distributed on video 
tape, or by means such as direct broadcast or cable, are often subject to 
10 copying onto tape, much of which Is in breach of the rights owners' rights. 

As a result technologies have been developed which modify the video 
signal recorded on the original video tape, or in the form in which it Is 
otherwise distributed, in a way which interferes with the normal operation 
15 of a standard video recorder so that copies made of such modified video 
signals cannot be played, or the viewabiiity or playback quality of such 
recorded video signals is impaired. One well known such technology is 
licensed by Macrovfsion Corporation. 

20 Recently, digital technology has become available for distribution of video 
material. Concerns have been expressed that such material Is of much 
higher quality and thus that much higher quality copies may be made. In 
addition, it is now possible to make digital copies of video material that is 
intended for viewing on display devices such as television receivers or 

25 similar apparatus, and, once made, these can be further reproduced with 
little degradation in quality. It has been found that the existing copy 
protection processes, such as that most commonly licensed by 
Macrovfsion, are not effective, at least in some circumstances, to prevent 
digital copying of analogue video signals. 

30 
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We have therefore appreciated that there is a need for further copy 
protection technology to impair copying of analogue video material to 
digital fomi. 

5 The invention is defined by the independent claims to which reference 
should now be made. Advantageous features are set forth in the 
appendant claims. 

Prefenred embodiments of the invention will now be described in more 
1 0 detail, by way of example, and with reference to the drawings in which: 

Figure 1 Illustrates the horizontal blanking interval of a conventional video 
signal, extending from the end of the active video on the earlier line, to the 
beginning of the active video on the following line; 
15 . 

Figure 2. shows generally and schematically a modified video signal in 
accordance with a preferred embodiment of the invention; 

Figure 3 shows generally and schematically a modified video signal in 
20 accordance with an alternative embodiment of the invention; 

Rgure 4 shows an alternative implementation of the modification illustrated 
in Figure 3; 

25 Figure 5 shows a specific example of a modified video signal in 
accordance with a preferred embodiment of the Invention; 

Figure 6 shows a corresponding oscilloscope trace of the signal of Figure 
5; 

30 

Figure 7 shows an analogue video signal trace modified using a method 
and apparatus according to a preferred embodiment of the invention; 
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Figure 8 shows a recorded Image, which has not been modified according 
to the preferred embodiment of the invention; 

5 Figure 9 shows the image when recorded after modification In accordance 
with a preferred embodiment of the invention; and 

Figure 10 schematically shows the steps comprising a method according 
to the preferred embodiment 

10 

The preferred embodiment of the invention provides a method of modifying 
a video signal in a manner which impairs its conversion by an analogue to 
digital video converter The term analogue to digital video converter is 
used to refer to any system which converts an analogue video signal into a 
15 digital signal, and may therefore also include video capture systems using 
such converters. Examples of such systems are video capture cards, and 
systems such as the TTVO system, and DVD recorders. 

It is not material whether the resulting digital signal is recorded or not, 
20 although clearly following most conversion processes the digital signal is 
recorded at least temporarily. Otherwise the signal may simply be 
processed in digital processing equipment. 

As is well known, a conventional analogue video signal includes several 
25 video components. One of these components is a pulse which is designed 
to identify the point at which the end of one line of active \rtdeo occurs, and 
the next starts (at which point the television set executes a horizontal 
retrace). This pulse is known as a horizontal synchronisation pulse. 
Immediately prior to the horizontal synchronisation pulse, there is a region 
30 known as the front porch, and immediately after the horizontal 

synchronisation pulse there is a region known as the back porch. The 
latter extends from the horizontal synchronisation pulse to the beginning of 
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the active video - the point at which the picture information starts for the 
next line. 

Figure 1, illustrates a conventional analogue video signal. The signal trace 
5 2 starts with the end of the active video 4 preceding a horizontal blanking 
Interval 6. The end of the active video line is followed by the front porch 8, 
and the horizontal sync pulse 10. Following the horizontal sync pulse, the 
back porch 12 Is shown and. In part of the back porch, the colour burst 14. 
At the end of the trace, the beginning of the active video for the next line is 
10 shown. The pulse tip 16 of the horizontal sync pulse 10 descends to a 
level of about -300mV. The level of the signal In the back porch is shown 
as about OV. In some VTR copy protection systems, these levels may be 
adjusted over part of the back porch. 

15 A modified video signal, according to a preferred embodiment of the 

present Invention, will now be described. The modified video signal is such 
that the signal when viewed on a standard television or other display 
device shows an image of acceptable viewability, but, when applied to a 
video capture system either cannot be properly converted or is converted 

20 to a digital signal which cannot be played or which, when played, shows 
an image which is not of acceptable viewability. The modifications to the 
video signal in the modified video signal are referred to below as 
"disruption components". 

25 The modifications or disruption components take the form of a horizontal 
sync pulse with altered amplitude, as well as an additional pulse added to 
the back porch, or to the region adjacent the back porch in the active line 
of the signal. The amplitude of the horizontal sync pulse may be altered, 
either by Increasing its amplitude over at least part of the duratton of the 

30 pulse, or reducing its amplitude over at least part of the duration of the 

pulse. The amplitude of the sync pulse in this case is understood to be the 
difierence between OV and the level of the tip of the sync pulse. 
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In accordance with broadcast standards applicable to NJSC and PAL 
video signals the horizontal sync pulse typically has an amplitude of about 
-*300mV, relative to the black level, or black clamping level. In such a case 
5 the sync pulse amplitude of the modified video signal Is anranged to be 
between -280mV and -150mV, that is from 20mV to 150mV higher than 
the normal level, and preferably between -250mV and -200mV. 

Alternatively the sync pulse absolute amplitude may be Increased. For 
10 example the amplitude may be increased to a level of -600m V* Preferably 
it Is increased to a level of between -320mV and -SOOmV, preferably 
about -350mV and -450mV. 

in either case the increase or decrease in arhplitude is for at least part of 
15 the duration of the sync pulse. Preferably it is for a duration of about 30 to 
100% of the pulse in Vrxe case of an increase and 30 to 90% in the case of 
a decrease, for example for a duration of between 50% and 100% and 
50% and 90% respectively of the pulse duration. Preferably the duration is 
from about 2 to 4 microseconds, preferably about 3 microseconds. The 
20 amplitude decrease or Increase may occur at the beginning, in the middle, 
or at the end of the pulse; however, preferably In the case of a decrease in 
absolute amplitude it occurs after the beginning of the sync pulse and may 
continue to the end of the sync pulse. 

25 Figure 2 schematically shows a series of modifications in accordance with 
the preferred embodiment of the invention. The modifications are shown 
by dotted outlines. A horizontal sync pulse with increased amplitude is 
shown as a dotted line 20. This peak of the pulse is lower than the 
unmodified level of the sync pulse tip 16, at a position of about -450mV. 

30 Attemativety, a horizontal sync pulse with decreased amplitude is shown 
by a dotted line 22. This Is higher than the unmodified sync pulse tip 16 at 
a level of about -200mV. Lowering or raising the amplrtud9 of the 
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horizontal sync pulse in this way has been unexpectedly found to impair 
the operation of many analogue to digital converters to which the modified 
signal may be input. 

5 The alteration In amplitude may occur on each line on which a horizontal 
synchronisation pulse occurs, or it may occur on only some such lines. If 
the altered pulses do not occur on every line, they may be clustered, for 
example they may occur particularly In advance of the vertical blanl<tng 
interval. Further the alterations may vary from line to line or from one 

10 group of lines to another. The alterations may be absent In some fields 
and preserrt in other fields. For example the increased amplitude alteration 
may occur on a cluster of lines, followed by the reduced amplitude 
alteration. There should be sufficient altered lines to ensure an appropriate 
level of effectiveness. 

15 

One effect of the horizontal sync pulse amplitude alterations is to change 
the brightness of the Image on capture by the video capture system. Thus 
a decreased amplitude alteration results in the Image being converted 
and/or recorded at a level brighter than the original. In extreme cases this 

20 may result in saturation of the image, with the result that areas of the 
image appear white. The increased amplitude alteration has the effect 
that the image is converi:ed and/or recorded less brightly than the original, 
and may result In significant loss of visible definition In the viewed image. 
Switching between the increased amplitude alteration and the reduced 

25 amplitude alteration can cause an irritating change in brightness of the 
viewed image, on capture by the video capture system. 

Additionally, the prefenred embodiment of a modified video signal Includes 
at least a part of the bacic porch, which is made higher or lower in 
30 comparison to the OV level. AltemativeJy modification to a region of the 
active video line adjacent the back porch, preferably making it negative, 
can also be used, and this mW be described later 
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In accordance with the broadcast standards applicable to NTSC and PAL 
signals the region after the horizontal sync pulse called the back porch 
contains information which is designed to enable the television receiver to 
5 decipher a video signal correctly. In particular, the mean level of the back 
porch, or part of rt, has a voltage level of OV, and is used to determine the 
"black lever of tiie television receiver, that is the signal level which 
represents black on the Image. The disruption component used in the 
back porch is therefore a positive or negative pulse, preferably having a 
10 positive or negative amplitude of between 30 and 200mV, preferably from 
50to150mV. 

Such a pulse may vary in duration, preferably it has a duration of about 
250ns to 4^s, preferably i^s to 4|xs, for example around 3|lis« The pulse 
15 may occur immediately following the horizontal synchronisation pulse, or 
at a period after, the horizontal synchronisation pulse, for example during 
'the colour burst; preferably it occurs during the colour burst or about 4.8jiS 
after the falling (leading) edge of the horizontal sync pulse, in a PAL 
standard signal. 

20 

Figure 2 therefore also shows modifications to the back porch according to 
the preferred embodiment A back porch with a level lower than the 
conventional unmodified level is shown by the lower dotted line 24. 
Altematively, a back porch with a level higher than the conventional 
25 unmodified level is shown by the lower dotted line 26. 

it should be undei^tood that the dotted lines show the signal when the 
relevant modification is present, and that the diagrams are intended to be 
schematic and not to a uniform scale. Lowering or raising the level of the 
30 back porch in this way has been unexpectedly found to impair the 
operation of many analogue to digital converters to which the modified 
signal may be input 
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We have also found that the location of the additional pulse need not be 
limited to the back porch following the horizontal synchronization pulse. It 
may for example occur later, preferably within 10 ms to 30 ps of the 
5 failing/leading edge of the horizontal sync pulse, assuming a standard PAL 
signal. This would mean however that the additional pulse would occur in 
the active video region, and may occur partly in the back porch region as 
well. For this reason if the additional puise is added to the signal outside 
of the back porch, it should only be done so on lines which fall in the 
10 overscan part of the picture. Ottierv^se, the presence of the pulse may be 
visible. The pulse can also be added during the vertical blanking part of 
the signal 

Figure 3 schematically illustrates the location of this pulse 28. The pulse 
15 added to this region Is a negative going pulse with an amplitude in the 
range -30mv to -300mv. This has been found to confuse the vertical 
synchronisation separator componente in the analogue to digital converter, 
as it appears like a vertical synchronisation pulse. The duration of the . 
pulse preferably varies In the range 10ps to 58ps, with the range 15|js to 
20 35 ps being most preferred. 

Figure 4 shows an altemative implementation to that described above with 
reference to Figure 3. In Figure 4, the negative going pulse is not a single 
square pulse but is a high frequency pulse. The amplitude of the pulse 
25 shown in Figure 4 is about -200mV and the frequency Is approximately 
4MHz, but amplitudes in the range 0 to -300mV, and frequencies in the 
range 1MHz to 6MHz have also been found to be possible. The scale 
shown on the osdiloscope trace is 0.1V per square. 

30 Figure 5 shows a specific example of a modified video signal according to 
the prefen-ed embodiment using the same numerals as above for Figures 
1 and 2. In this case, a horizontal sync pulse with a decreased amplitude 
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is produced by incorporating a disruption component pulse 30 into the 
bottom of the sync pulse tip 16. The pulse 30 is located more or less in the 
middle of the sync pulse. The amplitude of the sync pulse in the region of 
the disruption component pulse is about -200mV. In experiments with a 
5 DAZZLE video capture card, for example, we have found that a level 
between 60 to 85 mV above the sync pulse tip 16 produces good results, 
as does a level of 70 to 1 10mV below the sync pulse tip, in each case with 
a duration of about Sps. 

10 Figure 5 also shows the modification to the back porch. This is also In the 
fomi of a pulse 32 inserted shortly after tiie end of the horizontal sync 
pulse, 10. This second disruption component pulse 32 appears In the 
colour burst 6 and the oscillation of the colour burst on top 14' of the pulse 
32 can be seen. We have found that a pulse of 70 to 120mV or -60 to 

15 -80m V produces effective results on the DAZZLE video capture card, for 
example, with an optimum pulse position of the leading edge of the pulse 
4.8p.s after the leading edge of the sync pulse and duration of 3.3jas. 

Figure 6, shows a comparison between a first oscilloscope trace showing 
20 an unmodified signal, and an oscilloscope trace for a signal modified as 
shown In Figure 5. The signal shows no video picture information, for the 
sake of clarity. 

In a trial, a PAL video signal modified according to the preferred 
25 embodiment was applied to the Input of a DAZZLE DV-Bridge extemal 
video capture card, which was inserted Into a PC running PowerDlrector 
software. The modified signal is illustrated in the oscilloscope trace of in 
Figure 5, In this case with a change of amplitude over the fijli width of the 
sync pulse. 

30 

Figures 6 and 7 show recorded digftal video signals. Figure 6, shows 
playback of a recorded signal converted from an analogue video signal to 
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which the modifications according to the invention have not been made. 
As shown, although the signal has been converted from the analogue to 
the digital domain and converted, the vi^wability of the image is of good 
quality. Figure 7 shows Illustrates the playback of a video signal with the 
5 same picture content but which has been modified according to ttie 
preferred embodiment of the invention. As dan be seen, although the 
signal has been converted into the digital domain, the viewabillty of the 
signal has been greatly impaired and useful or enjoyable playback of the 
recorded signal is now impossible. 

10 

The same tests were carried out vwth other systems and a TIVO" 
computer based video recorder with similar results. 

When the test was repeated with the DAZZLE Video Capture card using a 
15 NTSC standard signal modified in accordance with the invention, the vkleo 
capture card/capture software stopped operating and no signal was 
recorded at all. 

The modified video signal according to the prefen-ed embodiment may be 
20 recorded on tape or other medium such as DVD or CD, including in a 
digital format, or may fomi part of a broadcast signal (which term Is used 
to include video-on-demand), or may be introduced at the point of use by 
the user, for example in a system which decodes an incoming signal, for 
example a digital signal, and provides an analogue output for use, for 
25 example, by a standard analogue input television set In this way, it will not 
be possible to copy the signal via conversion to a digital signal. One 
method of breaching the right owner's rights will therefore be prevented. 

A method of disrupting the connect processing of a video signal by a vkieo 
30 capture system will now be described In more detail, with reference to 

Figure 8. An analogue video signal, which is to be modified so as to impair 
the operation of a vWeo capture system Is first received In step S2. The 

10 
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signal is then modified by altering the levels of all or part of the horizontal 
synchronization pulse, step S4, and/or the level of all 6r part of the back 
porch, step S6, as described above. Only one of these steps may be 
necessary, although both are preferred. The modified signal is then output 
5 in step S8. it may then be applied to the input of an analogue to digital 
converter video capture system step 10 for example. The video capture 
system is unlikely to be able to process the input video signal satisfactorily, 
and may give an output which is a degraded or scrambled signal, or may 
give no output at ail. 

Id 

As described above, modification of the original video signal into a form 
which Impairs capture, can be performed in a number of different ways, 
depending on whether the amplitudes of the horizontal sync pulse, and the 
level of the back porch are raised or lowered, over ail or part of their vw'dth, 
1 5 or whether one or the other is not nrK)drfied. Additionally, instead of 

modification of the back porch, a pulse may be added after ihe horizontal 
sync pulse in a position which falls in the active line of the video signal, 
preferably in regions which will not be viewed on screen. 

20 The horizontal sync pulse alteration and back porch alteration may be 
used together, or separately. Preferably they are used together however 
as the effects can be more drastic. The effects which have been observed 
when using both modifications Include complete loss of the signal by the 
video capture card, so that no converelon takes place at all, either through 

25 very severe break up or prxelation of the Image leading to substantial 
degradation of the recorded image. 

Choosing which of these modifications to make, and to what extent is 
however dependent on the target video capture system which it is desired 
30 to impair. Video capture s^tems, such as video capture cards, DVD 
recorders and bespoke recording systems such as 'TIVO" systems may 
for example vary fn their ability to tolerate variations from the broadcast 
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standard signal. Preferably, therefore a response model for each of the 
target video capture systems Is maintained. In the method, the step of 
modifying the original video signal, ttien Involves consulting the response 
model, step S3, and selecting the modifications to mal<e in dependence on 
5 the response model and the tanget video capture system. The dotted lines 
in figure 8 indicate that this step is optional but preferred. 

Alternatively, if the target video capture system is not known, then 
preferably the type of modification made to tiie original video signal is 

10 varied from line to line, or every pre-determined number of lines, such that 
ttie effect of the modification is experienced at least periodically in any 
resulting signal ttiat is recorded. This will still impair the resulting playback 
sufficiently so that the resulting recorded signal is not enjoyable to view. 
The variation of the modifications can be based on different response 

15 models which are cycled in turn as described above. 

Varying the amplitude of tiie modifications can additionally give improved 
playback on the display device as well as an increase in effectiveness of 
the protection. For example, if tiie amplitude of the modification Is varied 

20 between zero, at which point the signal is identical to the original, 

unmodified signal, and full scale, at which the modifications are present at 
a maximum strength, then the display device can often compensate during 
tiie unmodified regions for any instability caused during the modified 
regions. Varying tiie amplitude of the modification to the horizontal 

25 syncHironisation pulse in this way will be understood to be equivalent to 
varying the amplitude of tiie horizontal sync pulse itself. 

The effect of the modifications is still experienced when analogue to digital 
conversion la attempted. Var^ng the signal between zero and full scale 
30 with a period of betiween 100ms and 4s has been found in practice to have 
a benefidal effect. 
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Also, it will be appreciated that the modified signal needs still to be 
vfev^^ble on a display device such as a television when it is received in its 
analogue un-recorded form. Also, as is well known, the ability of television 
sets of different manufacture to display video signals varies. Thus some 
5 television sets are able to display signals which differ from the normal 
broadcast signal adequately or to an acceptable level of viewability, while 
others are not able to do so or only display such a signal pooriy. The 
method above may therefore preferably contain a step of consulting a 
display device response model to check for compatibility. This is also 
10 shown as step S3 in figure 8. 

Apparatus for creating the modified signal in accordance vAih the Invention 
can be made in accordance with well known principles by those skilled in 
the art. For example, in the case of a pre-existing video signal, the signal 

15 can be fed into a circuit which identifies the synchronization pulse. The 

circuit is commonly known as a sync separator. A separate circuit which is 
' triggered by the timing information from the sync separator can then be 
used to generate the signals of each of the desired disruption components, 
at the correct timing for addition to the unmodified video signal, and the 

20 generated signals can be added to the unmodified signals, for example 
through a mixing circuit. 

Means for creating a modified video signal in accordance with the 
invention could be implemented as hardware or as soflware, or as a 
25 combination of hardware and software components. 

Systems for processing an analogue video signal to create a modified 
analogue signal at the output may be provided for example to consumers, 
in the form of set top boxes or the like. In such a case, the system may be 
30 adjustable so as to optimise A^ewability for the particular television viewing 
equipment used by that consumer while ensuring an optimal level of 
conversion impairment To achieve this converter response model and a 
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display device response model data are incorporated, as a look up table 
for example, in the device, so that the user can select at least the display 
device used. 

5 The Invention further provides for a system holding data comprising 
information about the parameter optimisation for a representative set of 
television viewing equipment and video capture systems, and may further 
provide means for remotely setting the parameters in accordance with the 
infonnatlon in the data holding system and infomnation provided by the 

10 user. 

Such systems may further be switchable remotely, so that only certain 
programme material is modified by the inclusion of disruption components, 
while other material may be left unmodified so that the user can make 
1 5 acceptable copies of It, 

The above description of a method and corresponding apparatus assumes 
that a response model for the video capture systems is known when the 
modTfications are applied to the original video signal. If this is not the case 
20 however, or if it desired to generate such a model, then it will be necessary 
to investigate the effects of the modifications on different video capture 
systems, as well as different display devices, and make a decision as to 
which modifications are desirable and which are not 

25 Rather than cycling the types of modifications made, it may be beneficial 
to determine an optimised modification for the largest range of capture 
devices and display devices possible* The modified video signal should of 
course be such that it has an inhibiting effect at least on "standard" or 
commonly used video capture systems currently in use, and in pariticular 

30 those having an analogue to digital conversion system which has a sync 
pulse amplitude responsive gain adjustment means and/or black level 
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adjustment means responsive to the level of the, or part of the, back 
porch. 

in this scheme, in choosing which modifications to mal^e tiie original video 
5 signal, the object Is to permit viewing on a "standard" television, or as 
many sete of different manufacture as possible, and at the same time to 
impair the "pirateability" of the signal such as by the making of a digital 
copy using a video capture system. In doing so the user, that is the 
operator, of the protection system, must make a compromise which 
10 optimises the degree of digital processing disruption (for example copy 
protection or conversion impairment) - that is the extent of interference 
with copying and the number of systems on which interference occurs 
(referred to generally in this application as "conversion impalrmenf ), 
against the requirement to ensure that the original signal remains viewable 
15 to a reasonably acceptable standard ('Viewability") on as many different 
models of television (or other viewing means which use an analogue video 
- input) as possible. In short the user must choose a good balance between 
impairing pirateabiiity and maintaining viewability. 

20 Accordingly, a method of choosing the parameters for such a signal will 
now be described. The method comprises evaluating the impact of the 
aforesaid disruption components in a number of video capture systems 
and choosing the relevant parameters to optimise the effect. To assess 
the effects, a panel of representative viewers or persons skilled in 

25 determining whether an image is unacceptably impaired may be used. 
Also, analytical computer based methods involving comparison of the 
content of the original modified signal and the resulting digital signal may 
be used. 

30 The method preferably also comprises applying the modified video signal 
in analogue form to a display device, such as a television set, evaluating 
the Impact of the dismption components on the playback of the signal on 
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the device, and choosing parameters which permit the modified video 
signal to be viewed on such equipment to an acceptable levei of 
vievimbility. Again, panels of representative viewers, sidlled persons, or 
analytical computer based techniques may be used to determine what is 
5 acceptable. 

Preferably, the steps of evaluating the effect of the disnjption components 
on the analogue to digital converter and the display device are carried out 
simultaneously, or substantialiy simultaneously, so that the parameters of 
10 one or more disruption componenis can be adjusted, and the balance 
between conversion Impairment and viewability, maximized. 

The parameters of the disruption components which may be varied during 
the tests may include the duration of the signal comprising the disruption 
1 5 component, the magnitude of the signal and Hs location, as well as the rate 
of change of each of the foregoing parametere, for example if the 
magnitude of the signal is increased and decreased In a stepwise or 
continuous manner. 

20 Preferably such conversion impairment parameter optimisation process is 
canied out in relation to a plurality of video capture systems and a plurality 
of television viewing equipment. In certain cases video capture systems 
may not be affected by the dismption components to a material degree 
and in such case such video capture systems may be excluded from such 

25 testing. Lilcewise certain television viewing equipment may not reach an 
acceptable standard of viewability and may for tiiat reason be excluded 
from t^ng. 

It should be understood that these modifications differ from modifications 
30 used to protect signals finom copying on a standard video tape recorder. 
When testing the modified video signal on staridard video tape recorders 
tiiere was little impact on ttie copyability of the modified signals. 

16 
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The expression 'modified video signal' in this application, is not restricted 
to the situation in which an unmodified signal (for example a broadcast 
standard signal) is input into modification circuitry in order to add the 
5 disruption components, and also includes therefore a signal which may is 
created ab initio. For example, the 'modified video signal' may be created 
by combining the picture information from one source with standard timing 
and control information (such as horizontal sync pulses and colour bursts) 
firom another source, and the disruption components from a third source. 
10 In another example, the timing and disruption components may be created 
from one source, and added to the picture information. 

Ways of malting acceptable copies of a video signal containing one or 
more disnjption components will now be considered. These can.be 
15 thought of as circumvention processes, reducing the effects of the 

disruption components to an acceptable level or negating the effects of the 
disruption components altogether. IVIaking copies includes successfully 
converting an analogue signal to a digital signal, even if the digital signal Is 
not finally recorded . 

20 

Such methods may involve one or more of inserting a signal which cancels 
or reduces one or more of the disruption components; replacing the 
section of the video signal which has been modified by the inclusion of the 
disruption components by a section which is acceptable to the video 
25 capture system; or inserting a signal which is interpreted by video capture 
system in a manner which cancels the effect of the disruption component 
Additionally, use of a video capture system which is Insensitive to the 
disruption components may also circumvent the protection provided by the 
invention. 

30 

''Copying" a video signal modified in accordance with the present 
invention, may therefore be made by inputting such a signal into a video 
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capture system which is insensitive to or is designed to be insensitive to 
one or more of the disruption components. 

Where the circumvention process comprises the addition of a further 
5 signal which cancels the disruption components, the addition will depend 
on the nature of the disruption component itself. For example, if In the 
relevant disruption component, the amplitude of the horizontal sync pulse 
is increased or decreased the method may simply insert a sync pulse of 
the correct amplitude or sufficiently conect amplitude. Altematively. a 
1 0 pulse erf the opposite magnitude to the existing alteration to the sync pulse 
tip may be inserted, either so as to eliminate or reduce the existing 
alteration, or to reverse its effect. A counteracting pulse on tiie sync tip, 
such as a short duriation high pulse for example, having the opposite 
polarity to the e)dstjng alteration to the sync tip and the opposite effect on 
15 the video capture system as the existing disruption component may still 
allow ihe horizontal synchronization pulse to be recognised by the video 
capture system. 

If the back porch level is altered, the method may insert a signal at about 
20 the 0 volts level. Alternatively, the method may blank tiie signal in the 

region of tiie back porch and insert a replacement signal confomiing to the 
appropriate standards, or such that the signal can be converted effectively 
by the video capture system. If the disruption component in the active 
signal line is added, then a counteracting pulse may be added. 

25 

The specific examples are intended as illustrations of embodiments of the 
Invention and are not Intended to limit the scope of tiie invention. Those 
skilled In the art will understand that tiiere are many ottier ways of 
performing the invention. 

30 

In pariiicular, the amplitudes refenred to In the description are in 
accordance wifli the positive transmission scheme employed in PAL and 

18 
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NTSC. It will be appreciated that the invention could also be used however 
with negative transmission schemes. 

The invention has been found to have application in preventing the 
5 operation of a number of analogue to digital conversion devices, such as 
the Hollywood DV-Bridge, DVC 80. and DVC 150 made by DAZZLE 
Multimedia, Theatre 2000 of ATI, AVDV Video Capture Board of Pinacle 
Systems, AV-800 of Top Step Technology, and DVD Recorders such as 
the DMR-E30 of Panasonic. 
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